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Context

A bit of background information should be helpful in understanding the design of the OrangeMesh
software. However, this document assumes you are familiar with the concepts behind OrangeMesh,
such as what a node is. Please see our user manual or quick start guide for more background
information.

OrangeMesh is a network management dashboard for ROBIN based wireless mesh networks.
OrangeMesh allows network administrators to configure all nodes in their networks through a simple
web interface, and provides useful ways to visualize network status, such as overlaying node status onto
a map. In addition, OrangeMesh allows network administrators to add useful meta-data to their nodes,
such as node owner name, email, phone number, and address.

OrangeMesh is a piece of server-side software. It is written primarily in PHP, although there is some
Javascript (mostly for generating map views using the Google Maps API), CSS (for skinning), and, of
course, HTML. One central OrangeMesh server can support multiple ROBIN networks, each associated
with a different network account. OrangeMesh exists completely separately from the mesh network,
with all communication between the mesh nodes and the management server done via the internet.
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Dashboard Interaction Architecture

Nodes are either repeaters or gateways. Gateways connect the mesh cloud to the internet.
Repeatersbroadcast the mesh network beyond the gateways. Clients can connect to any node,
repeater or gateway.

Internet!

—

OrangeMesh server
receives status updates

Repeater node . . from nodes and supplies
: - Clients connect to internet th.rougl.\ tl'le mesh configuration to nodes,

Gateway node clpucl. BATMAN handles routing within mesh from viainternet.

PP T client to gateway.

Client device

The dashboard communicates with the cloud of mesh network nodes to receive status updates and send
configuration information.

The mesh nodes individually check in with the dashboard server on a regular basis. They provide the
dashboard server node status information, such as uptime, bandwidth used, and user connected. This
data is stored in the server’s database. The nodes then receive configuration information from the
dashboard server based on the network settings that the user has set in the dashboard. The nodes call a
script on the server, checkin-batman.php, which handles this exchange of information. Note that all this
functionality is defined by ROBIN. Check the ROBIN documentation (http://www.blogin.it/howtorobin)
for the most up-to-date information as to the specifics of this interaction.

Migration between databases is handled by separate export and import scripts. For information, see the
section on migration below.


http://www.blogin.it/howtorobin
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Dashboard Architecture
Jlib /nodes /entry

connectDB.php addnode.php create.php
menu.php node_info.php login.php
mapkeys.php nodes_info.php logout.php
map.js select.ohn
style.css/php c_addnode.php c_create.php
mailalerts.php c_deletenode.php c_login.php
toolbox.php c_node_info.php c_select.php

Module name
Database:

“network”
“node” Processors

Other

checkin-batman.php Views

/status /net_settings /migration

map.php edit.php export.php
view.php

(none) c_edit.php c_export.php
import.php

The OrangeMesh dashboard has what we refer to as “view-processor” architecture. That is,
OrangeMesh is made up of scripts that take data from the dashboard and present it in some meaningful
way, as well as scripts that take user or node input, process it, and update the database. Every module
roughly splits in two halves, part views, part processors.

Views. The views are scripts that read data from the database and present it in a meaningful and useful
way to the user. It provides a visual representation of the data stored in the database. View
components include the status map/list, as well as the network settings page. In short, any script that
generates user-visible output behaves as a view. The view has three tasks:

1. Query the database for network information to display

2. Provide forms for the user to input changes to configuration settings

3. Visualize data and relationships between data in the database.

Processors. The processor is a script that is used to manipulate the server’s database. Chief among these
is the checkin-batman script, which serves as the interface between the dashboard server and the mesh
cloud. There are also several scripts that process user input, as well as scripts to handle
importing/exporting data from one dashboard server to another. Processors do not directly generate
user-visible output. Instead, processor scripts receive data from view scripts. They encapsulate much of
the “business logic” of the dashboard. The processor has three tasks:
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1. Receive HTTP requests from the nodes containing network status information and write that
information to the View.

2. Generate responses to those HTTP requests based on network configuration settings in the
View.

3. Receive network configuration data as form input from the view components and write the data
to the database.

Note that one dashboard can support an arbitrary number of networks.

Decomposition
The above architecture diagram graphically depicts the breakdown of the dashboard server into
components.

Database. Two tables:

“node”: contains all information about nodes registered with this database server, including
status information, owner contact information, and node location.

“network”: contains all information about networks registered with this database server,
including network configuration settings and account settings (notification emails, username,
password).

The View and Processors are broken into modules based on task. In general, each module is responsible
for a single view of the dashboard, where “view” from the user’s frame of reference usually means a
page or section. This allows modules to be modified independently of each other and allows views to be
added modularly to the dashboard. Each module is stored in a separate, eponymous directory.

Within each module, components are separated into views and processors. All scripts corresponding to
processors follow the naming convention “c_functionphp”. All scripts corresponding to views have no
prefix.

Our modules are:

entry. This component handles network selection and user authentication, as well as network creation.
Example responsibilities: login, logout, network creation.

status. This component is the network status overview. This includes the node list as well as the map
interface. Example responsibilities: network status map, network status list.

netSettings. This component handles the basic network settings and configuration. Example
responsibilities: network configuration.

node. Everything relating to node management lives here. This includes the “add node” interface and
processor, as well as the node approval and “view my nodes” pages. Example responsibilities: add node,
node owner info list, public “my nodes” listing.
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help. This is the module that handles all the end user documentation and provides a web interface. The
model here is not the database but instead a series of text files organized by topic. Currently, this is not
used or implemented, but provides a framework for future work.

migration. This handles network data migration from Open-Mesh.com and to other OrangeMesh
servers. Example responsibilities: network export, network import.

lib. This module does not generate a view. Instead, it provides useful utility scripts for the rest of the
dashboard. These include scripts to handle database connections and to ease processing information
both within and between modules. Style information and images are also stored here. In addition,
Javascript libraries live here, including our map Javascript.

ROBIN checkin. This is the checkin-batman script that receives status updates from nodes and sends
configuration information in response.

Detailed Module Definitions

1. entry

a. login.php: Displays a form asking for network name and password. Calls itself to
authenticate and sends the user on to the edit network page if successful. Sets user type
to “admin”.

b. logout.php: Clears all session variables to force a new login if the user selects a section
of the dashboard that requires login.

c. create.php: Displays a form asking for basic network information. Calls the c_create.php
script to process form input.

d. c_create.php: Checks to see if network account name is taken. If not, creates a new
entry in the network database table, displays a success message, logs the user in (does
NOT call login.php, independently sets session variables), and redirects to the network
settings page. On failure, displays a failure message and redirects back to create.php.

e. select.php: Similar to the login.php script. Accepts a network account name, and calls
the c_select.php processor.

f. c_select.php: Processor script for network selection. If the user has input a valid
network account name in select.php, this script sets the appropriate session variables
and sets the user type to “user”.

2. netSettings

a. edit.php: Reads existing settings information from the database and populates a form
with this information. Contains the help text as well as all GUI elements present in the
edit settings page. Calls the c_edit.php script to process form input. Checks to see if
nodes are associated with the network and displays an error message if no nodes are
associated it. Will display a success message if network settings have been updated
successfully.

b. c_edit.php: Processes input from edit.php. Takes data from the form (parses checkbox
fields into valid database entries) and updates the network settings in the database.
Returns a success flag in the session and redirects back to edit.php when done.

c. c_password: Allows user to change password. Verifies old password to be correct then
stores md5 hash of new password in database.

3. migration
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4.

nodes
da.

export.php: This is the form input for the export functionality. It asks for the host name
(or IP address) of the remote server, the path to the OrangeMesh installation on that
remote server, as well as the desired name for the network on the remote server. See
the user manual for information on how the migration process works. This script takes
this information and calls c_export.php to actually execute the migration request.
c_export.php: This script sends all information associated with a network account
(settings and nodes) to a remote dashboard server. This script first gathers all the
settings for the network the user is currently logged into and creates a POST request
with this information, along with a flag to represent which stage in the migration
process we are. It sends the request to the remote server specified in export.php, and
waits for the response. If no error message is received in the response body, the script
then iteratively sends information corresponding to every node associated with that
network to the remote server. It only sends non-ROBIN derived information such as
MAC address and owner information; the rest is filled in during the first checkin of each
node. Again, every node is sent as a POST request and the script checks the response
body for error messages. If error messages are received, the migration process halts.
Otherwise, this script outputs status information throughout the process and displays a
message on successful completion.

import.php: Receives data from a c_export.php script. Checks the migration stage flag
of the POST request to determine which action to take with the POST request. Adds the
information in the request to the database if there exists a network account on the
importing server with the name specified in the request, if that network account has
been set to accept incoming data. If these conditions are not met, no data is added to
the database and an error message is sent in the response body. For every request the
import script receives, it generates either an error or a success message and sends it in
the response body back to the calling script.

addNode.php: The add node map interface. This is the typical example of a map
interface for the system. This script first sets up the GMap object for the add node map
and adds a “click” event listener to allow the user to add nodes by clicking on the map.
Next the script gathers all the node information from the database, processes it into a
human-readable form (such as by rounding the link quality to the nearest percent, and
creates a nodeMarker object (see /lib/map.js) for every row in the node table that
corresponds to this network account.

¢_addnode.php: This script is called by the addNode(form) function in/lib/map.js, and is
called using an AJAX request. This script processes input from the addNode form
parameter and uses it to create a new or updated entry in the database. It first checks
to see if the node data matches any existing entry (by MAC address). If so, the data is
simply updated; otherwise, a new row is inserted into the database.
c_deletenode.php: Changes node flag in the database from A or D (for “activated” or
“deactivated”) to X, to represent a deleted node which will no longer be visible in the
dashboard.

nodes_info.php: Queries the database for all nodes in the currently selected network
and presents configurable information about each node (e.g. node name, owner name,
etc.) - as opposed to view.php, which shows non-configurable status information (e.g.
node uptime). This view is available only to a logged-in administrator. Node info can be
edited by clicking on the node name, which links to node_info.php
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5.

e. node_info.php: Shows configurable information for the node selected in
nodes_info.php, in a form; when the form is submitted, changes are handled by
c_node_info.php, which updates the database. Includes option to changes a node's flag
(l.e. Activated, Deactivated, or Deleted).

f. c_node_info.php: Processes changes to configurable node information from
node_info.php, by updating the database, and then redirects the user to the node
information list generated by nodes_info.php.

g. my_nodes.php: Prompts user for email address and queries the database to generate
and display a status list of nodes linked to that e-mail address (as owner_address field).

status

a. map.php: The status map. Using the same process as addNode.php, iteratively creates
nodeMarker objects based on information from the node database. Based on the user
type, adds different data views in the popup info window for each marker (leaves out
MAC/IP address and description for public vielw). Also shows node owner information in
a second info window tab.

b. view.php: Queries the database for all activated nodes in the currently selected
network and presents status information. Nodes which have not “checked in” recently
are shown in red (for more information on “checking in”, see the doc for checkin-
batman.php.) If a node is a gateway, its name is appears in bold.

checkin-batman.php: This is the sole point of communication between each node in the mesh
cloud and the dashboard server. Every five minutes, each node “checks in” by sending an http
request to this script, which resides in the server's web root. The http request includes a set of
CGI GET variables with node status information (e.g. MAC address, number of hops to the
gateway, etc.). This script records this status information in the database. It also sends an HTTP
reply to the node containing network settings information in a special format which can be
interpreted by the firmware on the node. For example, one network settings variable is the per-
user download limit. The node receives the per-user download limit in the HTTP reply and
updates its internal settings, so that the download limit can be enforced. Note that the specific
variables received by CGl GET and the specific HTTP reply format conform to the RO.B.IN
interface, as defined by that project's maintainer.

lib

a. connectDB.php: Contains database connection settings and creates a database
connection. Also contains arrays listing the names of all database fields for easy access.

i. Variables:
SdbHost = localhost (host for database, shouldn’t change from default)

SdbUser = orangemesh (can be any user with access to the database used by
Orangemesh (stored in the SdbName variable)

SdbPass = default (should be changed by user!)
SdbName = orangemesh (can be changed, but shouldn’t need to)
SnetworkFields (array containing all field names in network table)

SnodeFields (array containing all field names in node table)



OrangeMesh Design Document

Sconn (the mysqli database connection)

ii. Functions
setTable(Stable) (sets the table you’re working with)

It’s important to note that OrangeMesh uses the mysqli family of database calls at this
point. This is a new API provided in PHP 5+ that will take full advantage of the features
available in MySQL 4.1.2+. The typical way to perform database queries is to generate a
query string, call mysqgli_query(Sconn,Squery), and store the result as a mysqli_result.
You can then generate an associative array from that mysqli_result by calling
mysqli_fetch_assoc(Sresult). There are many examples scattered throughout the code
for guidance.

b. toolbox.php: Contains utility functions, mostly useful for processing forms. This holds
the sanitization code.

i. sanitize(string): Sanitizes a single string (escapes dangerous HTML and SQL)

ii. sanitizeAll(): Sanitizes all elements of the GET and POST global arrays and writes
data back into place. You can treat these arrays as you normally would after
calling this function.

iii. 1s_mac(string): Regex-based validation of MAC address.

iv. getValues FromPost(arrayOfFieldNames): Returns an array of values
corresponding to field names provided as input.

v. insert(tableName,fields[],values[]): Inserts values corresponding to fields into a
table.

c. sorttable.js: Makes tables sortable by header row.

d. validatelnput.js: Validates input given to a form. Sets requirement attributes in form
fields that the field must meet (such as a format) and creates a red box around the field
if those attributes are not met.

e. menu.php: This is the menu that displays on top of every page in the dashboard.
Dynamically generates menu based on user type. NOTE: This script calls session_start(),
so you will encounter errors if you call this script after a HTTP response body has been
sent.

f. style.php: Contains style information. References the style sheet (change this value to
change the dashboard’s appearance) and the Nifty Corners Cube javascript (used for
generating rounded corners).
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map.js: OrangeMesh mapping library. This script contains all the necessary information
for working with and generating maps. Includes AJAX functions for adding/updating and
deleting nodes from a network using the map, as well as the definition for the
nodeMarker object (used to display the custom node marker on the map). The node
marker object can support an arbitrary number of info windows, which can be added by
calling nodeMarker.addTab(label,htmIContent). Our next release will also display the
route lines between nodes.

i. nodeMarker(map, net_name, point, name, description, mac, gateway, metric,
up, draggable, users). “point” is a Google Maps GPoint, metric corresponds to
the ROBIN “gw-qual” field, and “up” represents the time since last checkin.
Creates a new nodeMarker object. Based on parameters, calls
createlcon(metric, gateway,up,users), which generates the proper custom
node marker icon. Get an instance of a marker object by calling marker.get().
Add the event listeners to a marker by marker.addListeners().

ii. addNode(form)/deleteNode(form). Takes an HTML form as input and either
adds/updates or deletes a node in the database using the XMLHttpRequest
object. AddNode will add a nodeMarker to a map or move a nodeMarker on a
map, while deleteNode will remove the node marker from the map.

mapkeys.php: Contains the map keys for the dashboard. You’ll have to edit this file with
Google Map API keys that correspond to the host on which you are running your
dashboard.

/images: All the images used by the dashboard, including the custom node markers.

8. orangemesh.sql: The database structure used by OrangeMesh. You should be able to import

this file

directly via a tool such as PHPMyAdmin.

Detailed data definitions
Data is contained in the 'orangemesh' MySQL database. By default, we use the username “orangemesh”

to access the da

tabase, with default password “default”. This can be changed in /lib/connectDB.php to

whatever settings you want, and indeed at least the password should be changed from the default

value.

Table 'network’

Name Type Description
netid int (11) unique network id, primary key (auto-incrementing)
net_name varchar (30) network account name

password

varchar (25) network account password
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emaill varchar (100) | administrator email, primary email address for account
email2 varchar (255) | additional emails for notifications

net_location varchar (100) | physical location of network

essid_pub varchar (30) | ssid for public network interface (default: “open-mesh”)
essid_priv varchar (30) | ssid for private network interface (default: “mySecure”)
priv_key varchar (30) private network WPA key (default: “Op3nm35h”)
node_pwd varchar (30) root SSH password for nodes (default: “Op3nm35h”)

splash_enable

tinyint (1)

flag to enable splash screen (default: False)

splash_redirect_url

varchar (75)

redirects to this url after splash page, if specified

splash_idle_timeout int (11) redisplay splash page to idle users after this length of time (min)
splash_force_timeout | int(11) force all users to see splash page after this length of time (min)
throttling_enable tinyint (1) enable bandwidth throttling (default: True)

download_limit

varchar (10)

max download limit, kbps (default: 400)

upload_limit

varchar (10)

max upload limit, kbps (default: 100)

network_clients

text

serialized array of total network users per day for 45 days

network_bytes

text

serialized array of total network bytes per day for 45 days

display_name

varchar (200)

dashboard “pretty” display name for this network

access_control_list mediumtext | access control whitelist (by MAC, being phased out)
ap2_disable tinyint (1) disable second network interface (default: false)

apl_key varchar (25) WPA key for first network interface, blank if none
test_firmware_enable | tinyint (1) flag to use test firmware

migration_enable tinyint (1) enable importing data to this network from a remote server

¢l 6f S (Mayydfh8sOvariables are named to match the values coming from ROBIN nodes, and as

such they are not as descriptive as perhaps they could be. However, they are named this way to improve

the understanding of those familiar with the ROBIN architecture.)

int (11)

node id, primary key (auto-incrementing)
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netid int (11) id of network that node belongs to
name varchar (100) | name of the node

description varchar (100) | node description

latitude varchar (20) latitude of node

longitude varchar (20) longitude of node

owner_name

varchar (50)

name of node owner, or someone who has access to the node

owner_email

varchar (50)

email of node owner, or someone who has access to the node

owner_phone

varchar (25)

phone # of node owner, or someone who has access to the node

owner_address

varchar (100)

address of node owner, or someone who has access to the node

ip varchar (20) IP address of node (x.x.x.x)

mac varchar (20) MAC address of node (aa:bb:cc:dd:ee:ff)
uptime varchar (100) | time since node was last powered on
robin varchar (20) ROBIN version

batman varchar (20) BATMAN version

memfree varchar (20) bytes of free memory on node

nbs mediumtext | list of neighbor nodes, separated by “;”
gateway varchar (20) | gateway node for this node (upstream router if this node is gateway)
gw-qual varchar (20) | quality of link to gateway

routes mediumtext | route to gateway, separated by “,”
users char (3) users currently connected

kbdown varchar (20) BYTES downloaded (slight misnomer...)
kbup varchar (20) BYTES uploaded (slight misnomer...)
hops varchar (3) hops to the gateway

rank varchar (3) not currently used...

ssid varchar (20) public (ap1) ssid being used by the node
pssid varchar (20) | private (ap2) ssid being used by node

gateway_bit

tinyint (1)

flag for whether this node is a gateway
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memlow

varchar (20) lowest memory reported by node

usershi

char (3) most users connected to node

Predefined Variables
OrangeMesh relies on PHP’s global arrays to maintain state and communicate between scripts. Below is

a brief listing of the primary variables used in these arrays, along with a brief description of what each

variable does and where they are used.

GET

1. rd

a.
b.

Purpose: Redirection
Location: login.php

2. net_name

a.
b.

Purpose: access a status page by adding the network account name to the URL
Location: not yet implemented.

POST (cleared in logout.php)
1. submit

a.
b.

Purpose: Flag for submitted form
Locations: login.php, create.php, edit.php, c_edit.php, all form scripts.

2. net_name

a.
b.

Purpose: entered network name
Locations: login.php, create.php

3. password

a. Purpose: entered password (hashed)

b. Locations: login.php, create.php
SESSION
1. netid

a. Purpose: network ID, used to lookup network information.

b. Locations: login.php, status.php, edit.php, c_edit.php, select.php, c_select.php
2. user_type

a. Purpose: flag to show if user is authenticated (as admin)

b. Values: ‘admin’, ‘user’

C.

Locations: login.php, edit.php, c_select.php

3. net_name

a. Purpose: network name (stored here to avoid DB query)
b. Locations: login.php, menu.php, select.php, c_select.php
4. error
a. Purpose: flag to show if there was some error (communicating back to view script)
b. Locations: login.php, c_select.php, select.php, addnode.php, c_addnode.php
5. updated
a. Purpose: flag to show if update was successful (communicates with view script)
b. Locations: edit.php, c_edit.php, addnode.php, c_addnode.php




